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Likelihood is defined as the potential relative probability of occurrence of an event as determined by the consensus judgment of senior management when 
considering the event on a continuous scale with the high likelihood end of the scale being Frequent or Certain and the low end being Remote or Rare.  
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Likelihood is defined as the potential relative probability of occurrence of an event as determined by the consensus judgment of senior management when 
considering the event on a continuous scale with the high likelihood end of the scale being Frequent or Certain and the low end being Remote or Rare. 



 Risk Category Mitigation Summary  Attachment 2 TCR-ASD/CAS,R6-001  Oct. 2015 

PPPL Assurance System Description, Revision 6 Page 22 

 

 

 
No. 

Risk Category Risk Consequence (impact to mission) Unmitigated 
Impact  
(h/ m/ l) 

Unmitigated 
Likelihood  
(h/ m/ l) 

Mitigation1  Mitigated 
Impact  
(h/ m/ l) 

Mitigated 
Likelihood  
(h/ m/ l)) 

Responsible Individual 

1 1-Strategy & 
Management  

Strategy/ 
Priorities unclear 
or differ from 
customers’ 

Suboptimal assignment of efforts; 
projects compete for resources; 
potential to miss growth and funding 
opportunities and meeting customer 
expectations; potential to disturb 
customers. 

High Medium Strategic planning, management committees, customer engagement, 
management direction. 

High Low Prager/Zarstorff/Cohen 

2 1-Strategy & 
Management 

Competitor 
Research 
breakthrough 

Negative publicity 
Damage to Laboratory reputation 
Loss of funding 

Medium to 
High 

Medium Collaborate with competitors around the world – have access to their 
facilities and research 
Attend all of major scientific meeting to hear about progress from all 
competitors 

Medium to 
High 

Medium to low Zarnstorff 

3 2-Mission Delivery Small 
experimental 
failure 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

Medium Medium Processes in place to minimize risk (engineering, es&h, etc.) 
Can generally re-establish experimental operations in short time 
frame. 
SLI project CD-0 to improve area for small experiments 

Medium to 
Low 

Medium Dudek 

4 2-Mission Delivery NSTX Failure 
research/ 
equipment 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

High High to 
Medium 

Operations controlled by procedures. 
Equipment testing before operations – including daily checks 
Detailed research plans documented and reviewed 

High Medium Ono 

5 2-Mission Delivery Failure to 
comply with 
contract 

Reduction in fee to University 
Loss of research $ 
Shutdown of individual program 

High Medium Laboratory Management Review – quarterly 
PEMP yearly self assessment 
Research program reviews 

Medium Low Prager/Zarstorff/Cohen 

6 2-Mission Delivery Product Failure 
or Code Failure 

Negative publicity 
Damage to Laboratory reputation 
Loss of funding  
Loss of research $ 
Shutdown of individual project 

High Medium Laboratory Management Review – quarterly 
PEMP yearly self assessment 
Research program reviews 

Medium to 
High 

Low Prager/Zarstorff/Cohen 

7 3-Engineering Misinterpretation 
or Misapplication 
of complex/new/ 
changing ITER 
requirements. 

Failure to meet project commitment.  
Project delay. 
Damage to reputation. 
Budget overrun. 

High High Project management, planning and control including configuration 
management and identification of riskier aspects and mitigation.  
Training on unique ITER (IO and US ITER) requirements 
PPPL audits of work performed for ITER. 
Adequate annual funding to complete commitments on schedule. 
Frequent oversight of suppliers. 
Frequent communications with US ITER and IO. 
Design reviews and evaluations of high risk, complex tasks. 

High Medium to low Neumeyer/ Hawryluk 

8 3-Engineering Project 
Management 
failure 

Negative publicity 
Damage to Laboratory reputation 
Loss of funding 

High Medium Project management position established 
Revising program and procedures 
Monthly evaluations of high risk, complex projects 

High Medium to low Dudek 

                                                        
1 These are Internal PPPL and Princeton University mitigation actions.  Several DOE oversight actions also mitigate risk. 
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No. 

Risk Category Risk Consequence (impact to mission) Unmitigated 
Impact  
(h/ m/ l) 

Unmitigated 
Likelihood  
(h/ m/ l) 

Mitigation1  Mitigated 
Impact  
(h/ m/ l) 

Mitigated 
Likelihood  
(h/ m/ l)) 

Responsible Individual 

9 4-Customers & 
External Relations 

Funding 
reduction 

Less funding to carryout research 
Potential reductions in force 

Medium to 
High 

Medium to 
High 

Princeton University Government Affairs office in Washington, DC. 
VIP visitors (OMB, congressional staff, etc) who tour facility and 
review actions of laboratory. 
Publicize progress, programmatic benefits and give talks and publish. 
Creation of new Strategic Planning website, focused on providing 
tools to bring new funding into the laboratory consistent with the 
Laboratory’s Strategic Plan. 

Medium to 
High 

Medium to 
High 

DeLooper 

10 4-Customers & 
External Relations 

Large external 
fusion project 
failure 

Negative publicity 
Loss of funding 

High Medium to 
High 

Providing PPPL expertise to make a success 
Alternative plans being developed to provide an approach for 
addressing the scientific issues. 
Diversify projects and funding sources. 
Input/contribute to large external project management 

High Medium to 
High 

Dudek 

11 4-Customers & 
External Relations 

SC, OFES, PU 
issue 

Failure to carryout or deliver on 
promises to the OFES 
Failure of contractor to meet 
requirements of the contract 

High Medium to 
high 

Procedure in place to regularly talk to customers and address 
concerns. 
Weekly meetings with OFES, PSO and PU. 

Medium to low Medium to low DeLooper 

12 4-Customers & 
External Relations 

Research fraud Negative publicity 
Damage to Laboratory reputation 
Loss of funding 

High Medium to 
high 

University Policy on Misconduct in Research. 
PPPL Codes of Conduct Policy in place which establishes expected 
behavior. 
Publications peer reviewed. 
Ethics Hotline and related postings. 

Medium Low Gangemi  

13 5-Human Resources Disgruntled 
employee action 

Harm to employees on site  
Negative publicity 
Lawsuit 
 

High Medium to 
high 

Processes in place to address employee concerns – SOS, directors 
suggestion box. 
Supervisors are expected to evaluate and report if there is unusual or 
risky behavior. 
PPPL Policy on Threatening and Violent Behavior in the Workplace 
University Workplace Violent Assessment Team 
Trained security staff, cyber security controls. 
Ethics Hotline and related postings. 

Medium to 
high 

Low Gangemi  

14 5-Human Resources  Resource 
Loading/Leveling 

Staff not available for projects when 
needed; under/over commitment of 
staff members; skill mix issues.  

High High Project management, BHRC, strategic planning, cross training. High High Gangemi /Cohen/ 
Dudek / Zarnstorff 

15 5-Human Resources Loss of core 
competency 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

High High Process in place to evaluate critical position and skills that are 
necessary to carry out mission. 
Actions being taken to transfer core competency knowledge to next 
generation of critical key staff. 

High Medium to 
Low 

Gangemi  

16 5-Human Resources HR issue (e.g., 
conflict of 
interest, 
harassment, etc) 

Potential lawsuit by vendor for conflict 
of interest 
Potential lawsuit for harassment 
Unhappy staff members due to work 
conditions 

High High Yearly call to integrity letter signed by all staff 
Sexual harassment training of staff 
Code of conduct in Personnel practices manual and University 
policies. 
Yearly performance evaluation of each staff member 

Low to 
Medium 

Medium Gangemi 
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No. 

Risk Category Risk Consequence (impact to mission) Unmitigated 
Impact  
(h/ m/ l) 

Unmitigated 
Likelihood  
(h/ m/ l) 

Mitigation1  Mitigated 
Impact  
(h/ m/ l) 

Mitigated 
Likelihood  
(h/ m/ l)) 

Responsible Individual 

17 5-Human Resources  PII Breach Loss of information – resources needed 
to protect individual identity. 
Serious impact on affected staff & 
collaborators’ personal life. 
Financial consequences due to 
possible litigation. 

High Medium Procedures in place to limit distribution of PII information. 
Procedures in place to limit the collection of PII information. 
Security systems in place to protect PII. 
Employee and system administrator training 

Medium Low Gangemi (PII Officer)  

18 6-Information 
Technology 

Business 
Computing 
failure 

Inability to pay contractors and staff; 
report to DOE; monitor project and 
budget performance; process 
purchases. 

High High Plan to replace system; contracted with Great Plains for continued 
support; upgrade SQL. RFP to replace business system.  Will occur 
in two phases: 1) fit/gap and 2) implementation; timeline for contract 
is October 2014; work closely with the University to determine best 
approach for implementation and utilizing Prime resources and 
knowledge transfer wherever possible; leveraging experience of 
SLAC and PU to maximize efficiencies. 

Medium to 
High 

Medium to 
High 

Zelick 

19 6-Information 
Technology 

IT infrastructure 
failure 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

Medium Medium All data backed up at off site location. 
Hardware is off the shelf and can be procured in a relatively short 
time frame. 

Low Low Zelick 

20 6-Information 
Technology 

Cyber Breach Loss of external web site 
Possible shutdown of link to internet – 
loss of productivity for time internet 
access is down 
Loss of productivity during incident 
response and remediation processes. 

High High Hardware (e.g., firewall) and systems in place to protect PPPL IT 
assets. 
Processes in place to evaluate threats and respond in timely fashion 
Incident Response Plan in place to recover from attack. 
IT information backed up for recovery. 
Mandatory Cyber awareness training for all who use system. 

Medium to low Medium Zelick 

21 7-Business Ops Financial/ 
Accounting or 
procurement 
issue 

Negative publicity 
Damage to Laboratory reputation 
Loss of resources 
Violation of contractual obligations 
Violation of the law 
Audit Findings 
Unallowable Costs 

High Medium to 
high 

System of internal controls in place to control accounting and 
procurement functions 
Audits conducted to assure compliance (internal and external) 
Self-Assessments conducted to assure effectiveness of controls and 
processes 
Procedures include independent checks of actions to assure 
compliance 
Competent and trained staff in place 

Low Low Fischer 

22 7-Business Ops Significant legal 
liability 

Negative publicity 
Damage to Laboratory reputation 
Cost to defend 
Cost of judgment 

High Medium Princeton University General Counsel’s office available to PPPL 
Conservative positions taken with management decisions 
Contingency budget established for unexpected liabilities 
Policies and procedures in place to reduce risk. 

Medium to 
high 

Low to 
Medium 

Fischer 

23 8-Facilities & 
Property Mgmt 

Switchyard, 
transformer 
failure 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

High Medium One of a kind transformers – long lead time to procure. 
Preventative maintenance conducted to assure functionality. 
Specific fire protection installed to mitigate damage. 
ARRA project - $5m in improvements. GPP projects for replacement 
are in the queue. 

Medium to 
high 

Medium to low Dudek 

24 8-Facilities & 
Property Mgmt 

Cooling tower 
failure 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

High Medium Backup for pumps only – structure failure would stop operations. A 
GPP project has been proposed and is relatively high in the queue: 
replacing cooling tower control and system pumps w/VFD motors. 
Improvements and repairs made in 2015. 

Medium to 
high  

Low Dudek 
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No. 

Risk Category Risk Consequence (impact to mission) Unmitigated 
Impact  
(h/ m/ l) 

Unmitigated 
Likelihood  
(h/ m/ l) 

Mitigation1  Mitigated 
Impact  
(h/ m/ l) 

Mitigated 
Likelihood  
(h/ m/ l)) 

Responsible Individual 

25 8-Facilities & 
Property Mgmt. 

Loss of 
government 
assets 

Negative publicity 
Damage to Laboratory reputation 
Loss of Resources 

Medium to 
High 

Medium Procedures in place to track government property 
Monthly sampling and inventories of government property to assure 
compliance 
Audits conducted to assure compliance (internal and external) 
Self-Assessments conducted to assure effectiveness of controls and 
processes 

Medium Low Dudek 

26 8-Facilities & 
Property Mgmt. 

Energy or 
emission costs 
increase 

Less funding to carryout research Medium Medium to 
High 

Continuously looking to reduce energy costs – installing insulation, 
new energy efficient fixtures, etc. thereby reducing carbon emissions. 
Evaluate new ways of reducing carbon and having energy produced 
on site – e.g., solar cells. 
Energy contracts at favorable rates. 

Medium Medium to 
High 

Fischer 

27 8-Facilities & 
Property Mgmt. 

Facilities 
infrastructure 
failure 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

Medium High Priorities established to refurbish sections of laboratory 
Emergency response when failure occurs – can generally re-
establish services in relatively short time frame. 
SLI project CD-0 to improve area for small experiments 

Low High to 
medium 

Dudek 

28 8-Facilities & 
Property Mgmt. 

15kV Cable feed 
lines Failure 

Inability to carryout key research 
objectives and not able to carryout 
mission of laboratory 

Medium High GPP replacement to be performed. Medium to 
High 

MediumL Dudek 

29 9-ES&H Rad or 
Hazardous 
waste issue 

Potential stop work for all site activities. 
Damage to Lab’s reputation as good 
neighbor. 
Potential regulatory violation and fine. 
Public exposure to rad or hazardous 
waste. 

High Medium to 
high 

All waste controlled by procedure. Processes audited internally.  
All shipping done by trained and qualified personnel 
Rad shipments only to DOE approved facilities. 

High Low Levine 

30 9-ES&H Environmental 
Issue/damage 

Potential stop work for all site activities. 
Damage to Lab’s reputation as good 
neighbor. 
Potential regulatory violation and fine. 
Damage to environment that requires 
significant dollars to remediate. 
Negative Publicity. 
Damage to Lab Reputation. 

High Medium to 
high 

All waste controlled by procedure. 
Emergency procedures in place to respond to release or spill. 
Evaluation program in place for existing conditions (ground water 
conditions). 
Programs evaluated by State of New Jersey. 
Prompt notification of State and DOE. 
Minimize and substitute chemicals. 

Medium to 
high 

Low Levine 

31 9-ES&H Health & Safety 
Incident 

Potential for individual to die. 
Potential for serious injury requiring 
major hospitalization and rehabilitation. 
Potential for lost time accident. 
Potential regulatory violation and fine. 
 

High Medium to 
high 

Processes and procedures in place to provide for health and safety of 
individuals. 
Audits of processes to assure implementation (internal and external). 
Management walk throughs to assure implementation. 
Training and qualification. 
ISM 
PPE 
STOP 
Safety Culture Surveys to help drive improvements 

Medium Medium Levine 
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No. 

Risk Category Risk Consequence (impact to mission) Unmitigated 
Impact  
(h/ m/ l) 

Unmitigated 
Likelihood  
(h/ m/ l) 

Mitigation1  Mitigated 
Impact  
(h/ m/ l) 

Mitigated 
Likelihood  
(h/ m/ l)) 

Responsible Individual 

32 9-ES&H Rad 
Exposure/Conta
mination 

Potential for radiation exposure and/or 
contamination requiring hospitalization 
&/or decontamination. 
Potential regulatory violation and fine. 
Negative publicity. 
Damage to Laboratory reputation. 
 

High Medium to 
high 

Processes and procedures in place to provide for radiological safety 
of individuals. 
Trained and qualified health physics professionals to assure 
implementation. 
Trained and qualified radiation workers. 
PPE. 

High Low Levine 

33 9-ES&H Construction/ 
Subcontractor 
Safety Issue 

Potential for serious injury, fatality or 
serious property damage. 
Lawsuit(s). 
Negative Publicity. 
Regulatory violation and/or fine. 
Damage to Lab reputation & 
relationship with local community. 

High Medium Training of Princeton Technical Representatives on Subcontractor 
oversight. 
Statements of Work with detailed safety requirements. 
In field oversight by ES&H and Facilities professionals with safety 
oversight training and experience. 
GET and other specific ES&H training requirements for 
subcontractors. 
Hiring an additional safety professional for subcontractor/ 
construction safety. 

Medium Medium Levine 

34 9-ES&H Emergency 
Response Issue- 
[Adverse 
outcome 
associated with 
PPPL response 
to Emergency 
Event (onsite or 
offsite-mutual 
aid)] 

Potential for serious injury, fatality or 
serious property damage. 
Lawsuit(s). 
Negative Publicity. 
Regulatory violation and/or fine. 
Damage to Lab reputation & 
relationship with local community. 

High Medium Processes in place to guide emergency response. 
Trained, experienced & qualified responders. 
Frequent drills. 
Mutual aid partnerships that assist in responses. 

Medium Low DeLooper 

35 10-Security. Export Control 
Issues 

Controlled equipment and/or codes 
given to prohibited countries 
Violation of law – prosecution of 
employees 

Medium to 
high 

Medium to 
high 

Procedures in place to control export of sensitive information.  
All exported materials go through shipping who have specialized 
training to assure compliance. 

Medium Medium DeLooper 

36 10-Security Security threat Impact to operations – need to secure 
site to handle threat – loss of 
productive time. 
Worst case – loss of life due to 
disgruntled employee killing fellow 
worker. 
Negative Publicity. 
Damage to Lab Reputation. 

High Medium to 
low 

Procedures in place to limit access to site 
Low probability of event 
Barriers in place at front gate 
Sensitive areas (D-site) fenced and requires card reader access. 
Trained security staff, cyber security controls 

Medium to 
High 

Low DeLooper 

37 10-Security OUO Issue – 
Official Use Only 
or classified 
material used on 
site without 
security 
measures 

Potential to release information to 
public that should be controlled 
Classified material being distributed 
publicly or discussed without security 
protocols 

High Medium Publications now reviewed for classified information 
OUO training conducted by DOE  
Derivative classifier assigned to PPPL staff for specific nuclear 
verifications work activities – with protocols in place for 
communications via secure methods. 

Medium Low DeLooper 
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No. 

Risk Category Risk Consequence (impact to mission) Unmitigated 
Impact  
(h/ m/ l) 

Unmitigated 
Likelihood  
(h/ m/ l) 

Mitigation1  Mitigated 
Impact  
(h/ m/ l) 

Mitigated 
Likelihood  
(h/ m/ l)) 

Responsible Individual 

38 11-Communications Community and 
Internal Issues 

Negative publicity 
Lawsuit 
Violation of law – prosecution of 
employees 

High Medium to 
high 

Periodic meeting held with local officials surrounding laboratory. 
Princeton University Office of Community Affairs addresses local 
issues. 
Public invited to see lab on regular basis: colloquia, Science on 
Saturday, open house. 
Frequent communications with staff regarding issues and initiatives 
Quarterly meetings with supervisors 
Lab management reviews 

Medium to low Low Cane (Acting 
Communications 
Director) 

39 11-Communications Customer 
Communication 
Issues 

Loss of trust 
Negative funding impacts 
Increased oversight and associated 
costs 

High Medium Weekly management meetings with DOE-PSO. 
Invite DOE-PSO to Lab Management Reviews. 
Annual and periodic reporting including PEMP and Assurance 
processes. 
Involvement of DOE and University with development of Integrated 
Assessment Schedule. 
Project assessments, reporting and status updates. 
Public invited to see lab on regular basis: colloquia, Science on 
Saturday, open house. 

Low Low Prager/Zarstorff/Cohen/ 
Cane (Acting 
Communications 
Director) 

40 12-Assurance & 
Improvement 

Adverse change 
in regulations 

Additional support staff necessary to 
address regulations – less $ to mission 
requirements. 

Medium Medium Regularly review and comment on all new DOE policies and 
regulations. 
Princeton University Government Affairs office in Washington, DC. 

Medium Medium DeLooper 
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This chart represents a subset of the numerous sources of information for assessing the Laboratory’s performance and many of the tools at that are used by PPPL for 
verification, sharing lessons, assessing and planning for risks, establishing requirements for conduct of work, etc. Combined, such tools provide the information on which 
PPPL can establish “assurance” of the level of performance and vitality of the Laboratory. The tools are grouped in tiers; depicting the level and diversity of engagement by 
external organizations, the Department of Energy, Princeton University, PPPL management, supervisors, and PPPL line workers. Some, but not all, mechanisms are 
depicted – the tables in Attachment 4 show a more complete listing of PPPL assurance mechanisms.  

EXTERNAL MECHANISMS*

IN
TERNAL M

ECHANISMS* (Institutional / Facility Level)

Sources of Information on Laboratory Performance used by the PPPL Assurance System
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* STOP WORK AUTHORITY
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EXTERNAL MECHANISMS 
• PricewaterhouseCoopers Annual financial audit of Princeton University  
• PPPL Princeton Management Group’s biannual PPPL Advisory Board reviews of 

Science and Operations Programs 
• Program Advisory Committees (PACs) Reviews 
• Invited Peer Reviews (Communications, ES&H, Procurement, Science Projects, 

Science Education, Contractor Assurance, Procurement Executive Review Team, 
Mission Readiness) 

• NJ Department of Environmental Protection Reviews 
• Independent Projects Reviews and Independent Reviews/Approvals of Project Cost 

Estimates 
• Government Accountability Office reviews 
• DOE-PSO Annual Review and Approval of PPPL Plans, Programs, Systems, 

Operations Assessments, Assurance Letter, Salary Increase Fund and Employee 
Benefits, Required Data Submittals, and Correspondence 

• DOE-PSO Review and Approval of PPPL Assurance System Annual Statement and 
Description Document 

• DOE-PSO Approval of Princeton University’s Annual Internal Audit Plan for PPPL 
• DOE-PSO Negotiation and Settlement of Audit Findings 
• DOE-PSO Annual Review and Approval of PPPL Procurement Management System 
• DOE-PSO review of PPPL Procurement Management System compliance with 

Delegation Letter 
• DOE-PSO Approval of Subcontract Terms and Conditions 
• DOE-PSO approval of Individual Subcontract Actions meeting specified thresholds 
• DOE Designated Approving Authority (DAA) review and approval of PPPL Cyber 

Security Management Program  
• DOE-PSO Review and Approval of PPPL Cost Accounting System Disclosure 

Statement whenever modifications are made 
• DOE-PSO Site Assessments of PPPL 
• DOE-PSO Operational Awareness Activities 
• DOE-PSO Mini-reviews of PPPL Activities and Programs 
• DOE-PSO with PPPL Unified Safety Reviews 
• DOE-PSO and DOE-CH Assessments, Audits, and Surveys 
• DOE-PSO Annual Review of PPPL’s Integrated Safety Management Program 
• DOE-PSO Annual Review and Approval of PPPL Property Management System 
• DOE-PSO Review of PPPL Property Management System compliance with 

Delegation Letter 
• DOE Assessment of PPPL Emergency Management System  
• DOE Assessment of PPPL Cyber Security Program 
• DOE Survey of PPPL Security & Safeguards Program  
• DOE and independent reviewer assessments of Environmental Management System  
• DOE-CH Financial Reviews 
• DOE-CH Periodic Certification of PPPL Human Resources Payroll 
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• DOE Annual Field Work Proposal (FWP) Budget Pricing Validation Reviews 
• DOE Approval of Laboratory Field Work Proposal Submission 
• DOE Oversight of Monthly and Annual Financial Closings via STARS 
• DOE Annual Assessment and Report Card of PPPL Operations 
• DOE Nevada Test Site Inspection of PPPL Low-level Radioactive Waste Program 
• DOE Office of Project Assessment “Lehman” Reviews 
• DOE Approval of Contractor Proposed Settlement of Legal Matters 
• DOE financial statement audits and findings 
• DOE Inspector General Reviews and Audits 
• DOE Inspector General Audit of Contractor Annual Statement of Costs Incurred and 

Claimed 
• DOE Office of Risk Management presentation of methodology for contractor testing 

of internal controls for Management Controls and Compliance Program 
• Compliance, input, and review of compliance to DOE financial systems including: 

o Active Facilities Database 
o Budget Execution and Reporting System 
o Departmental Budget Formulation System 
o Departmental Inventory Management System 
o DOE Info 
o Facilities Information Management System 
o Funds Controls and Distribution System 
o Funds Distribution System 
o Integrated Planning, Accountability and Budgeting System 
o Labor Distribution System 
o Standard Accounting and Reporting System 
o STRIPES 

 
 
Princeton University Oversight and Assurances 
• Institutional Compliance Program 
• Office of Audit and Compliance – Conducts Internal Audits per annual audit plan 

(reviewed and approved by DOE PSO and CH) 
• Office of Audit and Compliance submits to DOE-PSO the Annual Audit Report of 

Internal Audit Activities for PPPL 
• University’s Committee on Audit and Compliance of the Board of Trustees is Briefed 

on the Annual Audit Plan and Results of completed Internal Audit Projects 
• Review and Approve PPPL Annual Lab Plan 
• University Review and Approval of Patents 
• University Office of Project Research Administration (ORPA) Reviews 
• PPPL biannual Advisory Board reviews 
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INTERNAL PPPL MECHANISMS (Institutional / Facility Level) 
 
PPPL Oversight and Assurances 
• Annual Self-Assessment and Report Card of PPPL Operations per Contract 

Requirements and PEMP 
• Budget calls and field work proposals (FWP) and BHRC reviews 
• Technical Review Committee reviews and approval of proposed projects and 

initiations 
• Research Council Review of Programs and Projects 
• GPP project reviews and prioritization per CAMP criteria 
• OPEX project reviews and prioritization 
• Integrated (risk-based) CAS Assessment Schedule 
• Annual Facility Condition Reviews (20% of facilities) 
• Annual Inventory of High-risk Personal Property and Sample Inspection of other 

Personal Property 
• Annual Mission Readiness Planning Meetings for Facilities 
• Annual Review and Update of Facilities and Infrastructure 10-Year Plan 
• Annual Industry Salary Surveys 
• Discussions, benchmarking, peer reviews, lessons learned and best practices shared 

and compared with other DOE National Laboratories and commercial companies. 
• Process and Best Practice Reviews 
• Project Risk Registry Monthly Updates 
• Biannual bottoms-up estimates of Ongoing Projects 
• Surveys conducted by Departments/Divisions of their internal stakeholders/customers  
• Monthly Contractor Assurance Status Review Meetings including those hosted by the 

Deputy Director for Operations and by Associate Director for Engineering and 
Infrastructure  

• Annual Assurance Letter and Status Report per Contract Clause I.88 
• Quarterly Work Planning Review Board Status Meetings 
• Federal Financial Management Improvement Act Annual Assurance Letter 
• Submittal of PPPL Cost Accounting System Disclosure Statement to document any 

proposed modifications 
• Periodic Management and Self-Assessments of Lab functional areas and management 

systems including Annual Accounting, Procurement, Budget, and Material Services 
Self-Assessments/Balanced Scorecard Reviews and Assessments 

• Monthly and Annual Financial Closings - CFO’s monthly/ year-end briefings to 
senior management 

• Annual Representations Letter Issued to DOE 
• Annual Statement of Costs Incurred and Claimed (SCIC) submitted to DOE 
• Certification and Accreditation (C&A) of Cyber Security Program and periodic 

update of Cyber Security Program Plan (CSPP), Risk Assessment, Cyber Security 
Threats and Vulnerabilities, Contingency Plan, and Security Test & Evaluation 
(ST&E). 
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• Quarterly reporting of Office of Science Federal Information Security Management 
Act (FISMA) Metrics and Plan of Actions and Milestones (POA&M’s)  

• Experimental Project Run Assessments 
• Reviews of Experimental Physics Results 
• Committee Reviews of Programs and Systems (Technical and ES&H committees – 

TRC, ES&H Executive Board, Environmental, Safety, etc.) 
• Personnel Reviews and Appraisals 
• ES&H Field Reviews and Inspections 
• Risk Management Reviews 
• Weekly Laboratory Management Meetings (LMMs) 
• Performance Metrics (e.g., PEMPs, dashboard KPIs) 
• Emergency Hazard Assessments 
• Quarterly Lab Management Reviews (LMRs) 
• Periodic Review of Policies, Procedures, Plans 
• Investigations of Adverse Events and Conditions 
• Project Status and Review Meetings 
• Procurement Technical Representative (PTR) Oversight 
• Procurement Reviews 
• QC Inspection 
• OSHA Experts 
• Management Safety Walkthroughs (MSWs) 
• Line Management Walkthroughs  
• PPPL Comprehensive Laboratory Assessment and Signage Program (CLASP) 
• Calibrated Equipment 
• Incident Reports 
• OMO Reviews 
• Safety Bulletins 
• Safety Forum 
• MSDS Online 
• Director’s Suggestion Box 
• SOS Website 
• Lessons Learned 
• Training Qualifications 
• Facility Manager Reviews 
• Design/ Peer Reviews of Projects 
• SAD/ Activity Certification 
• QA Audits 
• NEPA Reviews 
• Tracking & Trend Analysis 
• Periodic Purchase Card Assessments 
• A-123 Reviews 
• ARRA Reporting 



Listing of Assurance Mechanisms Applied at PPPL Attachment 4 

TCR-ASD/CAS,R6-001  Oct. 2015 

PPPL Assurance System Description, Revision 6 Page 33 

 

• Annual Review and Update of the PPPL ISM System and Description 
• Annual Review and Update of the PPPL Worker Safety and Health Program 
• Annual Management Assessment of PPPL’s Radioactive Waste Management 

Program 
• Annual Distribution of the Commitment to Integrity Letter to all Staff 
• Periodic Review and Updates of Personnel Practice Manual to assure compliance 

with changes in federal and state laws and regulations, DOE rules, and applicable 
Laboratory and University policies and procedures 

• Coordinated Review of Proposed and Draft DOE Directives and Standards 
• Subject Matter Experts, OSHA Competent Persons, and Cognizant Individuals for 

Reviews and Communications of Rules 
• Investigations of Allegations of Violations of the Laboratory’s Ethical Policies 
• Annual Ethics Training for Procurement Division staff, PCard Holders, and Senior 

Financial Managers 
• Review and Approval of Work for Others and CRADA Agreements and Periodic 

Project Reviews 
• Weekly Site Operations Rollover and Planning Meetings 
• Plan of the Day Meetings to Coordinate all Site Operations 
• Lab-wide Hoisting and Rigging Program Inspections, Field Supervision, Independent 

and Expert Oversight 
• Periodic Submittal of Proposed Changes to PPPL's Cost Accounting Standards 

Board Disclosure Statement for DOE approval.    
• Quarterly Training of Princeton Procurement Technical Representatives 
• Periodic Review, Update, and Submittal of Procurement Terms & Conditions for 

Commercial Items set for DOE approval 
• Triennial Review of Environmental Management System 
• Pursuing ISO 14000 Certification, which requires Annual inspection with 3-year 

independent audit and registration renewal 
• Annual submittal of performance data to the DOE Pollution Prevention Tracking & 

Reporting System (PPTRS). 
• Annual submittal of the report on scope, status and performance of the PPPL 

Environmental Management System (EMS) report to DOE-HQ (HS-22) per Executive 
Order (EO) 13423 and EO 13514. 

• Annual update of the DOE Active Facilities Data Collection System (AFDCS) with 
environmental data related to real property assets, and review of the data by DOE-
PSO and the DOE CFO.  

• Periodic submittal of various environmental monitoring reports to NJDEP and 
regulatory agencies addressing air, water, waste and other discharges and 
environmental conditions. 

• Loan and Collaboration Agreements and Annual Reviews 
• Invited Peer Reviews of Programs and Functional Organizations 
• Real Property Data Entry and Consistency Reviews in FIMS 
• Annual DOE approval of the PPPL property management system and delegation of 
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authority, and review and approval of significant changes to PPPL property 
management procedures. 

• Submittal of Annual Compensation Plan and Salary Ranges for DOE Review and 
Approval 

• Submittal of Annual Compensation Increase Plan for DOE Contracting Officer 
Review and Approval 

• Submittal of Any Additional Benefits or Compensation that will be incurred by DOE 
for Contracting Officer Review and Approval 

• Request labor standards coverage determinations from the DOE Contracting Officer 
• Submit an evaluation of Contractor Benefit Programs 
• Annually submit the Report of Contractor Expenditures for Employee Supplemental 

Compensation 
• Annual Submittal of PPPL Small Business Administration Plan for DOE-CH 

approval 
 
 

 
WORK / TASK LEVEL MECHANISMS 
• Job Hazard Analysis (JHA) 
• Permits 
• Pre/Post Job Briefs 
• Work Planning Forms 
• Supervisor Oversight 
• STOP Observations 
• Verification of Worker Skills and Training 
• Peer to Peer Review 
• Approved Procedures, Specifications, & Drawings 
• Technical, QA, and Safety Inspections 
• Construction Oversight 
• Procedure Run Copies 
• ISTP Procedures 
• Performance Appraisals 
• Crane Inspections and Training 
• Industrial Equipment Inspections and Training 
 




