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Subject: Effective Date: Initiated by:
September 29, Faciliti d Site Services Divisi
Property Pass Procedures 2014 acilities and Site Services Division
Supersedes Approved:
Rev 3 dated 9/8/11
Director

Management System (Primary): 08.00 Facilities and Property Management

Management System Owner: Associate Lab Director for Engineering and Infrastructure
Management Process: 08.01Personal Property Management

Process Owner: Associate Lab Director for Engineering and Infrastructure
Subject Matter Expert (SME): Associate Lab Director for Engineering and Infrastructure;

Head of Facilities and Site Services; Head of Material Service

Applicability

This procedure is applicable to Laboratory personnel and subcontractors who require the use of
government owned property at an off site location in the performance of official Laboratory
work and are required to sign out through Human Resources upon termination of employment.

Introduction

PPPL is required by regulation to maintain accountability of U.S. Government Personal Property
(USGPP).. Property Passes and Temporary Export Documentation (TMP) is available on the
PPPL Property Pass System at the following link https://proppass.pppl.gov/ which is located on
the PPPL Home Page and Material Services Home Page. Property Passes provide administrative
control when USGPP is being utilized off Laboratory property for official business. Users are
responsible for the proper care, use, and safeguarding of any property charged to their care on a
property pass.

Property passes can only be issued for up to one year and are required for USGPP being
transported for use off-site, including tools and scrap. High Risk and Sensitive property (see
procedure MC-001) is not authorized to be removed from PPPL using PPPL Property Pass
System or Processes. Property passes are not required for property being transported off-site for
repair, shipment, etc. These movements will be accompanied by a service order, shipping
document, or other documentation showing the reason for the transport.

Reference Documents

DOE Order 580.1A. Chg. 1 — Personal Property Management Program ‘
48 CFR-970.5245-1 Property

DOE Records Schedule A18 — Security, Emergency Planning & Safety Records

15CFR 740.9 — Export License Exceptions ‘
15 CFR 30.37(b) — Export Miscellaneous Exceptions

Printed copies of this document are considered UNCONTROLLED Information Only  copies. The official document is
at http://bp.pppl.gov/PPPL_docs.shtml The Best Practices and Outreach Department maintains the signed originals.
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Definitions:
U. S. Government

Personal Property
(USGPP)

Domestic Property Pass

International Property
Pass

Temporary Export
Documentation

Property Pass
Authorizing Personnel

User (Borrower)

Property Coordinator

Property owned, leased, or acquired by the Government under terms gf
the contract. It includes both Government-furnished property an

contractor-acquired property. Any equipment, materials, or supplie

provided to PPPL that is funded by the Department of Energy (DOE) or
any government agency is defined as USGPP.

A form used to document the use of USGPP at an off site location withi
the United States.

A form used to document the use of USGPP at a location outside thp
United States in conjunction with a Temporary Export Documentation, if
applicable. Note: An international loan agreement must be initiated for
any USGPP loaned to international governments or organizations fdr
official purposes. The loan must be covered by an international
agreement or treaty (see procedure MC-002.)

A form used only in conjunction with an international property pass for
temporary export to satisfy Export Administration Regulations in regard
to tools of trade. Tools of trade are considered export of commoditie
and software used by the exporter for associated business practices,
while out of Country. Tools of trade must remain under effective contrgl
of exporter.

Person authorized to approve property passes. Approves property passes
for individuals assigned to his/her Division or Department.

PPPL employee or subcontractor requesting use of property at an off-sitrz
location.

Administrator of Property Pass System. |
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Procedure

A. PPPL Property Pass System

Responsibility
User (Borrower)

Property Pass
Authorizing Personnel

Property Coordinator

1. Access PPPL Property Pass System entering user name and

password. A “HELP” button is supplied at the bottom of the
screen to view a tutorial to familiarize you with the property pass
system. The “CONTACT” button is used to contact system
developers, and the “ABOUT” button explains the use off
Property Passes and TMP’s (Temporary Export Document).

Click on “New Property Pass” tab to complete required
information for domestic or international property passes. Click
on “submit” for approval.

Receives an e-mail confirmation during the steps of the approval
process, keeping user informed at all times. When property pass
is approved, user will receive e-mail confirmation and link to the
approved property pass. Note: A temporary export document
(TMP) should accompany all international property passes. A link|
to request a TMP appears on your home page along with approved
international property pass. User prints pass acknowledges the
terms and conditions of the agreement and signs. Property Pass is
to remain with the property at all times.

Notifications will be received one month, one week and then daily
prior to expiration of Property Pass. The notification will request|
an action that is required “RENEW or RETURN”. Note:
Property passes can be returned at any time by accessing the
Property Pass System. If “RENEW” is selected, the process will
be repeated by assigning a new property pass number and
forwarding request to your Property Pass Authorizing Person for
approval

Receives e-mail notification form Property Pass System when the
Property Pass is closed by Property Pass Authorizing Person..

Receives system e-mail notification requests for property passes
that require approval, approval for return, or approval to renew,
with the applicable property pass number link. Note: The
approvers home page provides all property passes that are pending
approval, pending return or currently active under their
authorization.

Receives all e-mail notifications that the system generates.
Updates Computer Business System accordingly. Addresses any
actions that need to be taken within the Property Pass System that
are pending required actions from users and Property Pass
Authorizing Individual.
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Property Custodian

Security

Procedure

B. Manual Property Pass Procedures - for emergency situations only

8. Coordinates with Property Pass Authorizing Person and/or
Property Coordinator regarding any property located off-site.

9. Monitors the movement of personal property. When appropriate
challenges individuals transporting property off-site.

Responsibility

User (Borrower)

Property Pass
Authorizing Person

Action
1. Completes appropriate property pass (domestic or international.)

Signs property pass (loan agreement) to certify accountability,
acceptance of conditions, and physical possession of items. Note:
Property Passes are available in the Stockroom. Electronic MS Excel
versions of the passes (both domestic and international) can be
located on the Material Services website http://material-
control.pppl.gov/ under Property Management Information. In those
instances where the “User” is off-site, facsimile signatures on the
electronic pass may be used for property pass renewals to indicate the
“User’s” acceptance of the loan conditions and the “Authorizing
Persons” approval of the renewal.

Completes Temporary Export Documentation located on the Material
Services website http://material-control.pppl.gov/ under PPPL
Shipping Information in conjunction with international property pass,
if applicable (see Attachment 6). Note: All PPPL IT equipment that
will be transported out of the United States should not have PII
information stored on the device. See PPPL PII Protection Policy P-
095.

Obtains approval signature from individual listed as a Property Pass
Authorizing Personnel that is assigned by Division and Department
Head.

Reviews/Approves Property Passes for up to one year for USGPP
being removed from the Laboratory for official off-site use.
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at http://bp.pppl.gov/PPPL_docs.shtml

The Best Practices and Outreach Department maintains the signed originals.



http://material-control.pppl.gov/
http://material-control.pppl.gov/
http://material-control.pppl.gov/

PRINCETON PLASMA No.MC-007 Rev 4
PPPL |ervsics LagoraTory PROCEDURE page 5 of 6

5. Ensures loan agreement is signed by User (Property Pass Authorizing|
Person may not sign a pass for themselves).

6. Retains copy of property pass in suspense pending return of property.|
Notifies the appropriate equipment custodian when passes are issued
for equipment items.

7. Ensures property is returned or a new pass is issued prior to|
expiration of the property pass.

8. Upon return of the property, notifies custodian. Retains copies of |
closed/expired property passes for a minimum of three months as
required by DOE Records Schedule A18.

User (Borrower) 9. Distributes copies of the pass as follows:
+ Attach two copies to property being transported off-site.
« Surrender one copy to security guard, if challenged. One copyj
remains with property until it is returned.

Equipment Custodian ~ 10. Maintains log/records of all equipment and material that are loaned
out using Manual Property Pass process.

Property Coordinator ~ 11. Conducts periodic spot-checks of inventories of custodial accounts
and verifies the use of property passes.

Security 12. Monitors the movement of materials and equipment. When
appropriate, challenges individuals transporting property off-site.

Training

Responsibility Action

Property Ensures the following Training is provided.

Manager
Target Audience:
Laboratory department heads, department managers, custodians and individu
who take USGPP off-site for official business.

Training Method and Frequency:
» Read only — Upon revision of procedure - Routine distribution/training
e-mail distribution of this procedure to Supervisors by Best Practices.
» Read only — Annual — Contact and Custodian Listings with property p
information provided to users and approvers of the system.
» E-mail Distribution — One time only - As needed, or for new users of
>

property pass system.
Tutorial — As needed — Provided under the help menu within the Propg
Pass System.

als

via
ASS

the

rty
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Property Office concerning Property Pass System and Property Pass Authorizing Person
concerning manual property passes, must assure records are maintained as follows:

Printed

Record Record Location Retention Time
Custodian
U. S. Government Property Material Dispose 5 years after disposal or
Personal Property Administration Services clearance of USGPP from project
(USGPP) history files Office Reference: A17 Cartographic, Aerial
Photography, Architectural & Engineering
Records (12)
Domestic Property Pass Property Material Dispose 3 months after
Administration Services closed/expired.
Office Reference: A18 Security, Emergency
Planning and Safety Records (12)
International Property Property Material Dispose 3 months after
Pass Administration Services closed/expired.
Office Reference: A18 Security, Emergency
Planning and Safety Records (12)
Temporary Export User (Borrower) PPPL Dispose 5 years after last
Documentation transaction
Reference: Export Administration
Regulations 762.2
Attachments:
1. Sample Property Pass (Electronic Version)
2. Sample Temporary Export Documentation (Electronic Version)
3. Sample Process Flowchart — For Manual Process Only
copies of this document are considered UNCONTROLLED Information Only  copies. The official document is
at http://bp.pppl.gov/PPPL_docs.shtml The Best Practices and Outreach Department maintains the signed originals.
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| Sample Property Pass (electronic version)

Attachment 1

Sample Only, Electronic Property Pass may be found at:
https://proppass.pppl.qov/

New Property Pass

Date

Nams

Badogs Mumbser
Dapartmant’'Bmnch
P mperty Tag Mumber
Typs

Computar Syztem
Laptop, Deskiop,
Sarvar, Digitzer,

handhsld [zmartphons,
Andmid, iPhona)

ltem Title

tbem Descrption /
Motas (optional)

Manufactumer

Manufactumer Sarial
Mumbsr

Eztimated Date Return

Supsarveor ! Approvar

Printed copies of this document
at http://bp.pppl.gov/PPPL_docs.shtml

are considered

09-22-2014

Joa Staffer

) Domestic
) Intemational

O No

UNCONTROLLED Information

The Best Practices and Outreach

Department

Loan Agrsmeant In connaction with tha
loan of Qovernmant parsonal property
Ietad on the Poparty Paes, the user
agreee & bllows: 1) Sad Government
personal poparty will be ,zed only in
reeearc h activitiee within the scops of
my employmantat PPPL in futhemnce
of Primz contmct
DE-AC02-09CH11488. No othsr
person shall be pemitted to e tha
personal proparty without writtsn
authorzation fom PPPLorths
Govemment. 2)T itk to =aid per=onal
proparty shall mmain with tha
Govemmeantand shall not be afiected
byattachment or incorpomtion to amy
personal proparty not ownad by ths
Govemment. 3)l azzums tha rekof
loss ordamags to Govemment
personal proparty whiks in my
poszeesion and will be mepomible and
accountabls forzuch pes=onal
proparty. In tha evant ths pasonal
property & damaged, lcet, stolen,
destroyed, or otherwke unacc ounted
for, |agmes to mpairor mplace it with
parsonal proparty of like valus and
function which & acceptabla to PPPL
and ths Qovernment. Normal wear and
tearto such personalproperty &
exceptad, &= am acts of God.
d)Raports, insuch mannerand at
timss 2 may e mquied by PPPLor
ths Qovernmant, will be mads.
5)Govemmeant parsomal proparty will
be mturn=d for inzpaction upon
reezonab e notice. BS hould my
amplyment ba terminated orany
reezon, |agres to mtum the
Govemment parsonal property prorto
ths lBztday of my employment oron
any othardats onwhichademand &
mads by PPPLorths Qovernment.
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| Sample Temporary Export Documentation Attachment 2
PRINCETON UNIVERSITY

Printed

PLASMA PHYSICS LAB: Facility and Site Services Division

TO: International Travelers

FROM: Jerry Siminoff SUBJECT: Temporary Export Documentation

On the following page you will find the customs form you will need to complete in order to hand
carry a laptop computer, PDAs, GPS, etc. and other Information Technology Equipment during
your international travel. Print or enter the required information and keep the completed form
with you at all times while on travel. The form should be printed/prepared using PPPL
letterhead stationery. It is not necessary to have the document signed or to provide a copy to
the shipping office. The form can be discarded upon your return to PPPL

Your laptop, PDA, GPS or other Information Technology Equipment must be kept under your
direct control during your trip, is for your personal use only (it cannot be loaned to or used by
others), and must be returned to the United States within one year. These actions satisfy Export
Administration restrictions with regard to any PPPL Information Technology Equipment that
might contain encrypted software and/or internally developed code.

Please fill in the appropriate information. Information not stamped on your electronic device can
be obtained under your name at https://bcsweb.pppl.gov/AnyView/Main.asp.

If you have questions or need additional information regarding Temporary Export
Documentation, please contact Jerry Siminoff x3572 or Fran Cargill x3396.

copies of this document are considered UNCONTROLLED Information Only  copies. The official document is
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| Sample Temporary Export Documentation Attachment 2 |

PRINT THIS FORM BY GOING TO http://material-control.pppl.gov/ under PPPL
SHIPPING INFORMATION “TEMPORARY EXPORT DOCUMENTATION”

Date:

Princeton Plasma Physics Laboratory (PPPL) is under contract with the United States
Department of Energy. The laptop computer, PDA, GPS, etc. or other electronic device listed
below is/are U.S. Government property. The PPPL employee named below is taking the
equipment listed below on international business travel as “tools of the trade” for official use. It
will remain under the employees direct control at all times and will be returned to PPPL within
one year.

Employee’s Name:

Date(s) of Departure:

Date of Return:

Destination(s):
(Organization, City, Country):

Item(s):
Make/Model of Item(s):

Country of Manufacture:

Property Tag Number(s):

Serial Number(s):

Property Pass Number(s):

Export License Exception: TMP (15 CFR 740.9)
No Electronic Export Information (EEI) submittal required per 15 CFR 30.37(b)

These commaodities, technology, or software were exported from the United States in accordance
with the Export Administration Regulations. Diversion contrary to U.S. law is prohibited.

Jerry Siminoff
PPPL Export Control Office
Telephone: 609-243-3572

Printed copies of this document are considered UNCONTROLLED Information Only  copies. The official document is
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| Process Flowchart

Attachment 3

,/'

approval

Borrower accesses Property
Pass System and completes
| required information for either
\ domestic or international
property pass, submits for

—»
process with link

Borrower receives
e-mail confirmation
during approval

approved property pass

Borrower uses link to
Temporary Export
-~ Document (TMP) for
international property
passes

to

Borrower prints
property pass and

Borrower receives
notifications 1 month,

—

signs it, pass must
stay with property at
all times

1 week and then daily
prior to expiration of
property pass

9

Borrower may choose
Renew or Return in
Property Pass System,
renew will repeat
approval process and
issue a new pass number

Borrower receives
e-mail notification from
Property Pass System
when pass is closed by

L Authorizing Person

Property Custodian
coordinates with Property

Pass Authorizing Person
and/or Property
Coordinator regarding any
property located off-site

Property Pass Authorizing

Person receives e-mail
‘ notification request for
¥ property passes requiring
approval, approval for return
or renew along with
applicable link

Property Coordinator receives
all e-mail notifications that
system generates, updates
Computer Business System

accordingly, addresses pending
actions required within the
Property Pass System

Security monitors the
movement of personal
property, challenging,
when appropriate,
individuals transporting

>

property off site

MC-007,R4

Property Pass Procedures
Section A
Standard Procedure

Borrower completes
appropriate Property Pass
(domestic or international),
signs loan agreement certifying
accountability, conditions and

possession

X
\

Property Pass Authorizing
| Person verifies Property
Pass has been signed by
Borrower (may not sign
for themselves)

b

Property Pass Authorizing

Person notifies Custodian
when property is
returned, retains copies

4

Borrower completes
Temporary Export
Documentation in
conjunction with

international Property

4

|
"
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Property Pass for
official off-site use

Borrower obtains
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Authorizing Person
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Property Pass Authorizing

Person notifies
appropriate Equipment
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= retains copy of
Property Pass pending
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' custo

issued for equipment
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is returned or a new |
Property Pass issued prior
to expiration of Property
Pass

dian when pass is

items

Borrower attaches 2
copies of Property Pass

to equipment giving 1 to gl

materi

Equipment Custodian
maintains log/records of

Property Coordinator
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checks of custodial

equipment and
Taccounts to verify use

al loaned out using

security if challenged,
f P P M I P P.
2 "‘:_::':K, eda 8528 other stays with property \ 2nua prl;operty 258 of Property Passes
Security monitors the MC-007, R4
‘ movement °fLTa.t.e tialsand Property Pass Procedures
— when appropriate, Section B
individuals transporting Emergency Procedure
equipment off site
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